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Instructions for Applying a Digital Signature for External Customers with a Certificate-based Digital Signature

DISCLAIMER: SSA includes the following instructions for using Adobe, and disclaims any
liability caused by your use of this product.

IMPORTANT: Before beginning this tutorial, make sure that the document you are digitally signing is
in PDF format.

A. Purpose

This procedure establishes the necessary steps for using Adobe Reader or Acrobat Pro to apply a
certificate-based digital signature to a PDF document with a pre-placed signature box.

This is a general guide only. Not every agency will have the same screens, errors, or method for
applying a digital signature to a PDF. If your agency already provided instructions for applying a
digital signature to a PDF document, you should follow your agency’s provided instructions.
B. Applicability
This document establishes the necessary steps for using Adobe Reader or Acrobat Pro to apply a certificate-

based digital signature to a data exchange business document PDF, or a scanned PDF document with
approved digital signature use.

C. Requirements
Resources required to complete this procedure include:

e Adobe Reader or Acrobat Pro.
e The document to be signed in PDF form saved locally on the computer.
e Addigital certificate for identity verification.

D. Required Steps “With” Smart Card Credentials

1. Insert your Smart Card credential into the card reader.
2. Open the PDF file with Adobe Reader or Acrobat Pro.
3. Click on “Fill & Sign” in the upper right hand corner.

File Edit View Window Help =

S|@® s [s]ie| = =x]-]|HDBHB WD - Fill & Sign | Comment

4. The “Fill & Sign” menu will then expand.



Instructions for Applying a Digital Signature for External Customers with a Certificate-based Digital Signature

Fill & Sign ~ Comment

¥ Fill & Sign Tools

T Add Text
' Add Checkrark
Place Initials

Place Signature -

» Work with Certificates

5. Click on “Place Signature.”

[£~] Place Signature v

6. Depending on your version of Adobe, a pop-up window may appear asking you how you would
like to create your signature. If you have your Smart Card credential inserted, then choose
create your signature with “Use a certificate.” Then press “Next.”
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Place Signature

How would you like to create your signature? (7]
Type my signature
Use a webcam (New!)

Draw my signature
Use an image
I @) Use a certificate I
To continue, click Next, and then click on the digital signature field you would like to sign, or

draw where you would like the signature to appear. Once you finish dragging out the desired
area, you will be taken to the next step of the signing process.

| MNext > | I Cancel

7. A pop-up window will appear. Click on “Drag New Signature Rectangle...”
Adobe Reader

( ~ To begin signing, choose the 'Drag New Signature Rectangle’ button, and then
© drag out the area where you would like your signature to appear. Once you
finish dragging out the desired area, you will be taken to the next step of the

signing process.

| Do not show this message again

l Drag New Signature Rectangle ... I [ Cancel ]

8. Scroll down through the document to the signature line or where the signature is desired (i.e. —
Authorized Signatures and Dates), click and hold the left mouse button, and drag the cursor at an

angle away from your starting point.

NOTE: The rectangular box should measure out to be the same space of the signature line so
that the signature will be an adequate size and is readable.
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Authorized Signature

The signatories below warrant and represent that they have the competent authority on behalf of
their respective entities to enter into the obligations set forth in this agreement.

Electronic Signature Acknowledgement: The signatories may sign this document
electronically by using an approved electronic signature process. Each signatory electronically
signing this document agrees that his/her electronic signature has the same legal validity and
effect as his/her handwritten signature on the document, and that it has the same meaning as
his/her handwritten signature.

Social Security Administration

<

John Doe
Deputy Commissioner of Nothing

NOTE: If you receive the following message (or similar), ensure your Smart Card
credential is inserted into the card reader.

-

Insert Smart Card Iﬁ

@ Please insert a smart card.

Details
Smart card readers: Smart card inserted:
Erosdcom Smart card status:

Com Cort... A smart card was not detected in the
smart card reader.

0K Cancel | | Detais << |




Instructions for Applying a Digital Signature for External Customers with a Certificate-based Digital Signature

9. A pop-up window will appear. If the “Sign As:” drop down is not already populated with your
credentials, use the drop down menu to select your credential.

Sign Document

Certificate Issuer: John Doe

Appearance: [ Standard Text

Digitally signed by John Doe

J O h n DN: cn=John Doe, 0=na,
ou=US, email=na@na.gov,
c=US

D Oe Date: 2018.03.27 11:31:27
-04'00'

Lock Document After Signing @

Click Review to see if document content

i may affect signing { Review... ]

| Concel |

a. If your credential does not appear, verify your Smart Card credential is in the card reader,
then on the drop down menu select “Refresh ID List.”

b. The signature appearance will look similar to the example below.
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Digitally signed by John Doe

JO h n DM: cn=Jlohn Doeg, o=na,

ou=Us, email=na@na.gov,
c=Us

D 0 e Date: 2018.03.28 11:19:42
-04'00

10. Verify the displayed information is correct. Click “Sign.”

Sign Document Xl
Y P 1ohn Doe (John Doe) 2023.03.26 v @
Certificate Issuer: [ Info... ]

Appearance: [Standard Text v ]

Digitally signed by John Doe

J O h n DN: cn=John Doe, 0=n3,

ou=US, email=na@na.gov,

c=US @
DOe Date: 2018.03.28 11:19:42
-04'00

| Lock Document After Signing @

Click Review to see if document content

i may affect signing [ Review... ]

(e e
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11. The system will prompt you to save the document. You can save the document with its current
name or rename the document. Save the document.

; - d - . g =
s Y IR

Organize v

& Downloads

<. Recent Places

4 Libraries
& Documents
d" Music
b= Pictures
B videos

M Computer

File name:

Save as type:

4 Hide Folders

New folder

= Name

New Users
=l
@ Completed Forms
'5: Pages from eSign screen shots

&

- 4

v | #7] [ Search D

Date modified

6/13/2016 7:59 AM

6/16/2016 9:04 AM

28/2016 6:35 AM

17/2016 6:57 AM

6/23/2016 1:24 PM

6/23/2016 6:16 PM

File folder

File folder
Internet Shortcut
Shortcut

Adobe Acrobat D...

Shortcut

lelusa ey ey

Save to Online Account

- s | Cancel |

12. A new pop-up window will appear prompting you to enter the PIN associated with your Smart
Card credential. Enter the PIN and select “OK.”

Microsoft Smart Card Prowvider
Please enter your PIN.

— PIN
| ' I[PIN ] |

Cancel
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13. After entering your PIN, the digital signature will appear in place of the rectangle.

When all signatures are valid, a message will display that the document is “Signed and all
signatures are valid.” (Refer to example below).

NOTE: The “Signed and all signatures are valid” may not always appear. If your digital
signature still appears in place of the rectangle, you may proceed.

(Signed and all signatures are valid)

) St ot o st e i 42 st Vi II

1 Authorized Signature

The signatories below warrant and represent that they have the competent authority on behalf of
their respective entities to enter into the obligations set forth in this agreement.

Electronic Signature Acknowledgement: The signatories may sign this document
electronically by using an approved electronic signature process. Each signatory electronically
signing this document agrees that his/her electronic signature has the same legal validity and
effect as his/her handwritten signature on the document, and that it has the same meaning as
his/her handwritten signature.

Social Security Administration

Digitally signed by John Doe
DN: cn=John Doe, 0=0DXIA,
JO h n Doe 0u=ODEPPIN,
emall=0ODXIN@ssa.gov, c=US
Date: 2018.10.16 12:25:46 -04'00"

John Doe
Deputy Commissioner of Nothing

14. When the document is signed and all signatures are valid, save the document and return to the
requestor.

NOTE: If there are problems with at least one signature, a message will display reading “At
least one signature has problems.” (Refer to example below.) If this happens with your
signature, you should try electronically signing again or correct the issues before sending to the
requestor. Otherwise, the signature will not be considered valid, and you must electronically
sign again beginning with step #1.
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(At least one signature has problems)

AUTHORIZING SIGNATURES AND DATES

The signatones below wamrant and represent that they have the competent authonty on behalf of thewr respective agencies to enter imto
the obligations set forth in this Agreement

E. Required Steps “Without” Smart Card Credentials

1. Open the PDF file with Adobe Acrobat or Adobe Reader Pro.
2. Click on “Fill & Sign” in the upper right hand corner.

File Edit View Window Help x

ER=JEC |76 | (=) ) [oax [ [ [H] & [H B BK 00 | 7 = Fill & Sign | Comment

3. The “Fill & Sign” menu will then expand.

Fill & Sign = Comment

 Fill 8 Sign Tools

T AddText
"  Add Checkmark
Place Initials

Place Signature -

» Work with Certificates

4. Click on “Place Signature.”

[&~] Place Signature

10



Instructions for Applying a Digital Signature for External Customers with a Certificate-based Digital Signature

5. A pop-up window will appear. Click on “Drag New Signature Rectangle.”

Adobe Reader

To begin signing, choose the 'Drag New Signature Rectangle' button, and then

; drag out the area where you would like your signature to appear. Once you
finish dragging out the desired area, you will be taken to the next step of the
signing process.

i Do not show this message again

Drag New Signature Rectangle ... ] [ Cancel ]

6. Scroll down through the document to the signature line or where the signature is desired (i.e. —
Authorized Signatures and Dates), click and hold the left mouse button, and drag the cursor at
an angle away from your starting point.

NOTE: The rectangular box should measure out to be the same space of the signature line so
that the signature will be an adequate size and is readable.

Authorized Signature

The signatories below warrant and represent that they have the competent authority on behalf of
their respective entities to enter into the obligations set forth in this agreement.

Electronic Signature Acknowledgement: The signatories may sign this document
electronically by using an approved electronic signature process. Each signatory electronically
signing this document agrees that his/her electronic signature has the same legal validity and
effect as his/her handwritten signature on the document, and that it has the same meaning as
his/her handwritten signature.

Social Security Administration

<

John Doe
Deputy Commissioner of Nothing

11
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7. If you receive one of the following messages below (or a similar message), click “OK” to
proceed.

Trusted Certificates Update ﬁ-

@ Trusted Certificates, which improve your experience with signed
- documents, are available for download

Would you like to install them?

v In the future install automatically

Help OK Cancel

Acrobat Reader

o Security settings have been successfully updated.

8. If you previously created a digital signature then select that signature in the dropdown from the
“Sign As” line and click “Sign” and skip to step 15.

Note: You will need to know the password you created when you initially created this signature

in order to use your previous signature. If you do not remember you password, you will have to
create a new signature. Go to Step #9, if you do not remember your password.

12
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Certificate Issuer: John Doe

Appearance: [Standard Text

Digitally signed by John Doe

J O h n DN: cn=John Doe, 0=na,
ou=US, email=na@na.gov,
c=US

D Oe Date: 2018.03.27 11:31:27
-04'00'

| Lock Document After Signing

& Click Review to see if document content
may affect signing

13
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9. If this is your first use of a digital signature, from the “Sign As” box select “New ID...”

Sign Document =S|

Sign As: [Jnhn Doe (John Doe) 2023.03.26 -~ @

Brian [, Thomas (U.5. Government) 2019,10.21
Password: prian D, Thomas (U.S. Government) 2019.10.21
lohn Doe (lohn Doe) 2023.03.26

Certificate

Appearance: | Standard Text - |

Digitally signed by John Doe

J O h n DM: cn=John Doe, o=na,
ou=US, email=na@na.gov, ®
c=Us

D O e Date: 2018.03.27 11:31:27
-04'00°

|:| Lock Document After Signing @

a Click Review to see if document content
e

[ Sign ] | Cancel |

14



Instructions for Applying a Digital Signature for External Customers with a Certificate-based Digital Signature

10. A second pop-up window will appear “Add Digital ID.” Select the radio button for “A new
digital ID | want to create now.” Click “Next.”

Add Digital ID

| want to sign this docwment using:
My existing digital 1D from:
® A file

A roaming digital 1D accessed wia a server

A device connected to this computer

® A new digital 1D | want to create mow I

11. A pop-up window will appear. If not already selected, select the radio button for “New
PKCS#12 digital ID file.” Click “Next.”

Add Digital ID “-

Where would you like 1o store your self signed digital 1ID?

I ® New PKCS#12 digital 1D file I

Creates a new password protected digital ID file that uses the standard PKCS#12 format.
This common digital 1D file format is supported by most security software applications,
including major web browsers. PKCS#12 files have a .pfx or p12 file extension

Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be avaslable
to other Windows applications. The digital 1D will be protected by your Windows login

Cancel < Back Next >

15
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12. A new pop-up window will appear. Complete the fields on the form with the applicable
information. Once completed click “Next.”

Add Digital ID n-

Enter your identity information to be used when generating the self signed certificate.
Name (e.g. John Smith); John Doe
Organizational Unit:  US

Qrganization Name: Self Employed

Email Address: "a@na.com

Country/Region: US UNITED STATES S
Key Algorithm; 1024 bit RSA =
Use digital ID for. Digital Signatures and Data Encryption v

Cancel < Bock e

13. A new pop-up window will appear prompting you to create a password associated with the
digital signature. Enter a password, confirm the password, and select “Finish.”

NOTE: You must remember the password you created for future electronic signing.

Add Digital 1D

Enter a file location and password for your new digital 1D file, You will need the password when
you wse the digital 1D 1o $ign or decrypt documents. You should make a note of the file location
50 that you can copy this file far backup or ather purposes. You can later change options for this
file using the Security Settings dialog.

File Mame:

-~ ...

Bassword:

PN e

Confirm Password:

Cancel < Back Finigh

16
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14. If the “Sign As” drop down is not already populated, use the drop down menu to select the
digital signature.

Sign Document

Sign As: I ~ |
Issued by: John Doe More Details
Appearance: Standard Text ~

Digitally signed
Doe Date: 2016.06.23

18:46:46 -04'00°
Lock Document After Signing

Click Review to see if document content =
may affect signing Review...

Enter certificate password and click the 'Sign” button

Help Sign Cancel

The signature appearance will look similar to the example below:

Digitally signed
O h n by John Doe

Date: 2016.06.23
Doe 18:46:46 -04'00°

17
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15. Verify the displayed information is correct. Enter the password you created and click “Sign.”

NOTE: If the information is not correct, do not click “sign.” Go back to step #9 and begin the
process of creating a signature.

|

Sign Document

X
SELY-CIll| iohn Doe John Doe) 2023.03.26 -~ @
Certificate Issuer:

Appearance: [Standard Text v]
Digitally signed by John Doe
J O h n DN: cn=John Doe, 0=na,
ou=US, email=na@na.gov,
c=US @

D O e Date: 2018.03.28 11:19:42
-04'00"

| Lock Document After Signing @

Y Click Review to see if document content
may affect signing

| sign ||| concea |

16. The system prompts you to save the document. Save the document.

= Save As = N
T™ ) DATA (D) » Users » - Desktop v & Search Desktop P

Organize - New folder = o
!4 Downloads A Name Date modified Type
¥ Music u
R Pictures Pages from eSign screen shots 6/23/2016 6:42 PM Adobe
B Videos

<> 0S (C)
« DATA (D))

<+ public INNG—_ < >

File name: v
Save as type: Adobe PDF Files (*.pdf) N
= Hide Folders Save Cancel

18
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NOTE: If you do not change the name or location of your document when you save it, you will
receive the following message. If you are ok with overwriting the unsigned version, click
“Yes.” If not, click “No,” and change the name of the document before saving.

Confirm Save As =

J Pages from eSign screen shots.pdf already exists.
Do you want to replace it?

Yes

17. After signing the document, the digital signature will appear in place of the rectangle.

When all signatures are valid, a message will display that the document is “Signed and all
signatures are valid.” (Refer to example below).

NOTE: The “Signed and all signatures are valid” may not always appear. If your digital
signature still appears in place of the rectangle, you may proceed.

(Signed and all signatures are valid)

g==

Authorized Signature

The signatories below warrant and represent that they have the competent authority on behalf of
their respective entities to enter into the obligations set forth in this agreement.

Electronic Signature Acknowledgement: The signatories may sign this document
electronically by using an approved electronic signature process. Each signatory electronically
signing this document agrees that his/her electronic signature has the same legal validity and
effect as his/her handwritten signature on the document, and that it has the same meaning as

his’her handwritten signature.

Social Security Administration

Digitally signed by John Doe
DN: cn=John Doe, 0=0DXIA,

J O h n Doe ::\a(l:?(s)g‘:massa.gov, c=US

Date: 2018.10.16 12:25:46 -04'00

John Doe
Deputy Commissioner of Nothing

18. When you sign the document and all signatures are valid, save the document and return to the
requestor.

19
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NOTE: If there are problems with at least one signature, a message will display reading “At
least one signature has problems.” (Refer to example below.) If this happens with your
signature, you should try signing again or correct the issues before sending to the requestor.
Otherwise, the signature is not valid. Go back to step #13 and try again.

(At least one signature has problems)

Lﬁ Signature Panel

r@q @E" — [ 12“2 ‘ -+ ?;W :

A ITHORIZTNG SIGNATIRES AND DATES

The dgnnrcrics below wanas and represcat that they bave the comperent anthordty on behalf of thelr respective ageadics 1o cver o
e oblgations s¢! futh an s Agidanent

20



